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Run the simulator by choosing “control ” “start simulation ™ If any prompt settings are
checked on the control file menu. the system asks for the options above to be set one

more time. The Simulator operates in exactly the same manner as a handheld BlackBerry

with the additional convenience of PC keyboard manipulation.
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Erase: Condition, Rewrite to 1's only in 65K blocks.

Rewrite: Save 64K block to SRAM. erase 64K block of]|
write back to erased Flash block. This takes approxima

It goes without saying that the hardware is optimized for
‘best use of the hardware available by implementing a log|
‘written in a linked list one at a time. each being appended o the last end of the
log”. Each file or record has its own unique identifier. a number between 0 and 65536.
‘When a change 1s necessary to an existing record. the origmal record 1s marked as dirty
(bit twiddling most likely)*! and the new version is written to the end of the file system
‘with a new unique identifier This process elminates the need for on-the-fly erasures
which cost a great deal of time. Periodically. the OS will clean old records marked as
dirty. and defragment the file system. 1f necessary, to allow for more room for the file
system to grow (expand the log). Once the end of address space is reached. the log wraps
‘back around to the beginning of the address space. Unlike traditional file systems,
fragmentation occurs in one direction only. Even 1f the first part of a file 1s near the end
of address space and the next part wraps back around to the begmmng. the virtual address
space 1s the log, which is in one direction only !
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Email 1 is received and written to the file system
Email 2 is received and appended to the file system
Item is added to the calendar and is appended to the file system
Email 2 1s deleted

File system cleanup occurs at next reset or when out of space

I

The log based file system and its interaction with the standard applications has notable
ramifications when it comes to recovering whole files that either cross 64K sector
‘boundaries or for which storage has been written several times. Take for mnstance the
case of receiving a large email:
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pdd: Memory Imaging and Forensic Analysis
of Palm OS Devices Command Prom
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Abstract

One goal of incident response is to preserve the entire digital crime scene with minimal or no
modification of data. This paper introduces pdd or “Palm dd”, a Windows-based tool for memory
imaging and forensic acquisition of data from the Palm operating system (OS) family of Personal
igital Assistants (PDAs). pdd will preserve the erime scene by obtaining a bit-for-bit image or
“snapshot” of the Palm device's memory contents. Such data can be used by forensic investigators,
incident response teams, and criminal and civil prosecutors.

This paper also presents the Palm OS internals (hardware, file system, and debugger func-
tionality), pdd details' (usage, process, flowchart, and timing), and forensic analysis results (flash
memory, record removal and deletion, retrieval of system passwords, and telephony applications).

1 Introduction

PDAs are ubiquitous in the consumer marketplace and it is only natural that they will, as desktop
and laptop computers have, become a target for eriminal investigations and forensic analysis. pdd or
other tools that aid in data acquisition and analysis of portable devices should be readily available
in any incident response toolkit, as should any tool that maximizes an investigator's ability to
collect eredible digital evidence.
The Palm OS has been licensed to a mumber of vendors including Handspring, Sony, IBM, Ky-
ocera, Samsung, QUALCOMMI, Franklin Covey, TRG, and Symbol Technologies. Devices running
Palin OS own nearly 80 percent of the global handheld computing market?, equal to approximately
20 million deviees, and consist of consumer-based PDAs, telephones integrated with PDA function-
ality, and barcode and wireless integration for industrial applications. pdd has been designed to ROM 't t RAM 'tXt

work with all devices running Palm OS.

“Published by the Forum of Incident Response and Security Teams in the Proceedings of the 15th Annual Computer

Security Incident Handling Conference, Waikoloa, Hawali, June 24-28, 2002

The ¢ es and descriptions of pdd are for release version 1.1 and may change as the tool is updated.
*1DC, December 2000.
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